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ABSTRACT: Cloud storage has become essential for modern data management, yet centralized architectures introduce
critical security and privacy concerns such as data breaches, unauthorized access, and reliance on third-party providers.
Centralized systems store sensitive information in a single location, increasing vulnerability and limiting user control
over data. To overcome these limitations, this paper presents a decentralized framework for secure and privacy-
preserving data storage and sharing. The proposed approach integrates blockchain technology, InterPlanetary File
System (IPFS), and advanced cryptographic techniques to ensure data confidentiality, integrity, and transparency. Files
are securely encrypted and stored in a distributed manner using IPFS, while blockchain maintains immutable records of
access control and transactions. Cryptographic mechanisms, including proxy re-encryption and zero-knowledge proofs,
enable secure data sharing and user authentication without exposing sensitive information. This architecture eliminates
single points of failure and reduces dependency on centralized authorities. The framework enhances user control over
data while ensuring secure access and efficient management. Overall, the proposed solution provides a scalable and
trustworthy environment for cloud data storage, addressing key challenges in security, privacy, and transparency in
modern digital systems.

KEYWORDS: Blockchain, Cloud Security, Data Privacy, Decentralized Storage, Elliptic Curve Cryptography, IPFS,
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L. INTRODUCTION

The rapid growth of digital technologies has significantly increased the reliance on cloud storage for managing and
sharing data across various domains. Despite its convenience and scalability, traditional cloud infrastructure is
primarily based on centralized architectures, which introduce critical security and privacy challenges. Sensitive
information, including user credentials and access records, is typically stored in centralized servers, making them
attractive targets for cyberattacks and data breaches. In addition, limited transparency in data handling processes creates
trust concerns, as users must depend on service providers for data protection without direct control or visibility. To
address these limitations, this paper explores a decentralized approach to secure data storage and access control. By
integrating blockchain technology with distributed storage systems such as IPFS, the proposed framework enhances
data integrity, availability, and transparency. Advanced cryptographic techniques, including Elliptic Curve
Cryptography, proxy re-encryption, and zero-knowledge proofs, are employed to ensure secure data sharing and
privacy preservation. This approach eliminates single points of failure, strengthens user control over data, and
establishes a more resilient and trustworthy environment for cloud-based services.

i) Problem statement

The increasing dependence on centralized cloud storage systems has introduced significant challenges related to data
security, privacy, and user control. Sensitive information is commonly stored and managed by third-party providers,
creating a single point of failure that is highly vulnerable to cyberattacks, data breaches, and unauthorized access.
Limited transparency in access control mechanisms further weakens trust, as users lack visibility into how data is
stored, accessed, and shared. In addition, existing systems provide inadequate support for secure data sharing, efficient
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key management, and privacy-preserving authentication. These limitations highlight the need for a robust and
decentralized solution that ensures secure, transparent, and user-controlled data storage and access management.

ii) Dataset details

The evaluation of the proposed framework is conducted using a combination of synthetic and sample user-generated
datasets that simulate real-world cloud storage scenarios. The dataset includes encrypted files of varying sizes, user
credentials, access permission records, and transaction logs to represent typical data storage and sharing activities.
Metadata such as file hashes and access control policies are also incorporated to validate blockchain-based recording
and verification processes. The dataset is structured to assess system performance in terms of secure data upload,
retrieval, sharing, and authorization under different user roles. This setup enables comprehensive analysis of security
mechanisms, data integrity, and access control efficiency within a decentralized environment.

iii) Objectives

The primary objective of this research is to develop a decentralized framework that ensures secure, privacy-preserving,
and efficient data storage and sharing in cloud environments. The study aims to eliminate reliance on centralized
authorities by integrating blockchain and distributed storage mechanisms, thereby reducing security vulnerabilities and
single points of failure. Another key objective is to enhance data confidentiality and integrity through the use of
advanced cryptographic techniques such as Elliptic Curve Cryptography, proxy re-encryption, and zero-knowledge
proofs. The framework also focuses on providing transparent and tamper-resistant access control while enabling users
to retain full ownership and control over their data. Additionally, the research seeks to establish a scalable and
trustworthy system capable of supporting secure data access, sharing, and verification in modern cloud-based
applications.

II. RELATED WORK

Xiaoguang Liu, et al. [1] proposed a blockchain-assisted electronic medical record system that enhances data security
and privacy through the integration of proxy re-encryption and multisignature techniques. The approach focuses on
enabling secure sharing of medical records without exposing sensitive patient information. Proxy re-encryption allows
controlled delegation of access, ensuring that only authorized users can decrypt the data without revealing original
encryption keys. The multisignature mechanism strengthens authentication by requiring multiple approvals before
granting access, thereby reducing the risk of unauthorized entry. Blockchain technology is utilized to store transaction
logs and access records in an immutable and transparent manner, ensuring traceability and accountability. The system
also improves data integrity by preventing tampering of stored medical records. Furthermore, decentralized storage
reduces dependency on centralized authorities and minimizes the risk of single-point failures. The proposed method
demonstrates improved efficiency in secure data sharing while maintaining patient privacy. The integration of
cryptographic techniques with blockchain ensures a robust and scalable healthcare data management solution. Overall,
the study highlights the effectiveness of combining encryption and decentralized technologies for secure electronic
medical record systems.

Abdullah Alabdulatif, et al. [2] proposed a cloud-enabled access control model designed to preserve the security and
privacy of medical big data. The model introduces a fine-grained access control mechanism that allows data owners to
define and manage permissions based on user roles and attributes. The system emphasizes protecting sensitive
healthcare information from unauthorized access while maintaining efficient data sharing. Advanced encryption
techniques are applied to ensure confidentiality during storage and transmission. The framework also integrates
privacy-preserving mechanisms to prevent exposure of user identities and sensitive attributes. Scalability is addressed
by enabling the system to handle large volumes of medical data without performance degradation. The proposed
solution reduces reliance on centralized authorities by incorporating distributed control features. Additionally, the
model enhances transparency in access management, allowing better monitoring of user activities. The approach
demonstrates improved flexibility and adaptability in dynamic cloud environments. Overall, the study provides an
effective solution for secure and privacy-aware management of medical big data in cloud systems.

D. Dhinakaran, et al. [3] presented a comprehensive survey on privacy-preserving techniques in IoT-based cloud
systems, with a focus on integrating artificial intelligence methods. The study analyzes various existing approaches for
securing data generated by IoT devices and stored in cloud environments. It highlights the challenges associated with
data privacy, including unauthorized access, data leakage, and lack of user control. The survey explores encryption-
based methods, anonymization techniques, and blockchain integration as potential solutions for enhancing security. It
also examines the role of Al in improving threat detection and adaptive security mechanisms. The research identifies
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limitations in current systems, such as high computational complexity and scalability issues. Furthermore, the study
emphasizes the need for efficient key management and secure communication protocols. The integration of Al is shown
to improve decision-making and automate security processes. The survey provides valuable insights into emerging
trends and future research directions in privacy-preserving cloud systems. Overall, it serves as a foundation for
developing advanced secure frameworks in loT-cloud environments.

Weizheng Wang, et al. [4] proposed a smart contract-based access control system for the Industrial Internet of Things,
focusing on privacy preservation and secure data sharing. The system leverages blockchain technology to implement
token-based authentication and authorization mechanisms. Smart contracts are used to automate access control policies,
ensuring that permissions are enforced without human intervention. The token-based approach enhances security by
providing dynamic and flexible access rights to users. Blockchain ensures transparency and immutability of access
records, preventing unauthorized modifications. The system also addresses challenges related to data integrity and trust
in industrial environments. By decentralizing access control, the framework eliminates reliance on centralized
authorities and reduces vulnerability to attacks. The approach improves scalability and supports efficient management
of large-scale IoT networks. Additionally, privacy is preserved by limiting exposure of sensitive information during
authentication processes. Overall, the study demonstrates an effective solution for secure and automated access control
in industrial [oT systems.

HananNaserAlsuqaih, et al. [5] proposed a blockchain-based privacy-preserving access control mechanism tailored for
e-health applications. The system aims to secure sensitive healthcare data while enabling efficient and controlled
sharing among authorized users. Blockchain technology is employed to maintain immutable records of data access and
transactions, ensuring transparency and traceability. The framework incorporates encryption techniques to protect
patient data during storage and transmission. Access control policies are designed to provide fine-grained authorization,
allowing only permitted users to access specific information. The decentralized architecture reduces the risk of data
breaches and eliminates single points of failure. The study also focuses on improving system efficiency and reducing
computational overhead. Privacy preservation is achieved by minimizing exposure of sensitive data during
authentication and access processes. The proposed solution demonstrates enhanced security, reliability, and scalability
in e-health systems. Overall, the research highlights the potential of blockchain technology in developing secure and
privacy-focused healthcare data management systems.

Reetu Gupta, et al. [6] proposed a secure and privacy-preserving multi-authority access control system for cloud-based
healthcare data sharing. The framework distributes access control responsibilities among multiple authorities, reducing
dependency on a single entity and enhancing system reliability. Attribute-based encryption is utilized to enforce fine-
grained access policies, ensuring that only authorized users can access sensitive healthcare information. The system
improves privacy by preventing unauthorized exposure of patient data during access and transmission. It also addresses
key management challenges by distributing control across different authorities, thereby reducing the risk of key
compromise. The architecture enhances scalability, making it suitable for large-scale healthcare environments. Security
mechanisms are designed to resist common attacks such as collusion and unauthorized data access. Additionally, the
model ensures flexibility in defining access permissions based on dynamic user roles. The approach demonstrates
improved efficiency in managing secure data sharing across multiple domains. Overall, the study highlights the
effectiveness of multi-authority systems in strengthening cloud healthcare security.

HernanVanegas, et al. [7] proposed a privacy-preserving method for computing edit distance using secret-sharing-based
two-party computation. The approach enables two parties to collaboratively compute the similarity between datasets
without revealing their private inputs. Secret-sharing techniques divide sensitive data into shares, ensuring that no
single party can reconstruct the original information independently. The system is designed to protect data
confidentiality during computation, making it suitable for applications such as secure data matching and biometric
verification. Cryptographic protocols are employed to ensure correctness and security of the computation process. The
method addresses privacy concerns in data comparison tasks, where revealing raw data is not acceptable. Efficiency is
also considered, with optimizations to reduce computational and communication overhead. The approach demonstrates
strong resistance to data leakage and inference attacks. Furthermore, it provides a foundation for secure multi-party
computations in distributed systems. Overall, the study contributes to the development of advanced privacy-preserving
computational techniques.

Amit Kumar Jakhar, et al. [8] proposed a blockchain-based privacy-preserving and access-control framework for

electronic health records management. The system leverages blockchain to store access logs and enforce secure data
sharing policies in a decentralized environment. Encryption techniques are applied to protect patient records, ensuring
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confidentiality during storage and transmission. The framework introduces efficient access control mechanisms that
allow data owners to define permissions for different users. Blockchain ensures immutability and transparency of
transactions, enabling traceability of data access activities. The approach eliminates reliance on centralized authorities,
reducing vulnerability to attacks and data breaches. Scalability is addressed through optimized storage and processing
strategies. The system also integrates mechanisms to ensure secure key management and data retrieval. Privacy
preservation is achieved by restricting access to sensitive information based on predefined policies. Overall, the
research demonstrates an effective solution for secure and decentralized healthcare data management.

Omar Hasan, et al. [9] presented a comprehensive survey on privacy-preserving reputation systems based on
blockchain and cryptographic techniques. The study analyzes various methods used to build secure and trustworthy
reputation systems in decentralized environments. It highlights the role of blockchain in ensuring transparency,
immutability, and resistance to tampering. Cryptographic building blocks such as zero-knowledge proofs and secure
multiparty computation are discussed as key enablers of privacy preservation. The survey identifies challenges related
to scalability, data anonymity, and performance overhead in existing systems. It also explores different design
approaches for balancing transparency and user privacy. The research provides insights into how reputation systems
can be securely implemented without exposing sensitive user data. Furthermore, it outlines future directions for
improving efficiency and robustness in decentralized reputation frameworks. The study serves as a valuable reference
for designing secure and privacy-aware systems. Overall, it emphasizes the importance of integrating blockchain with
advanced cryptographic methods for privacy protection.

Sejong Lee, et al. [10] proposed a blockchain-based system for privacy preservation in patient information exchange.
The framework focuses on securely sharing medical data among healthcare providers while maintaining patient
confidentiality. Blockchain technology is used to store access records and ensure transparency in data transactions.
Encryption techniques are implemented to protect sensitive patient information from unauthorized access. The system
introduces mechanisms for controlled data sharing, allowing only authorized entities to access specific records. It also
enhances trust among participants by providing verifiable and immutable logs of data exchanges. The architecture
reduces dependency on centralized systems, improving security and reliability. Efficiency considerations are addressed
to ensure smooth operation in real-world healthcare environments. Privacy is maintained by minimizing exposure of
sensitive data during communication processes. Overall, the study demonstrates the potential of blockchain in enabling
secure and privacy-preserving patient data exchange systems.

II1. EXISTING METHODLOGY

Traditional cloud storage systems rely on centralized architectures in which a single authority, typically the service
provider, is responsible for managing data storage, authentication, and access control. Common techniques include
username—password authentication, role-based access control (RBAC), and centralized key management for encrypting
sensitive information. Data is usually stored in large data centers, where encryption may be applied either at rest or
during transmission. Access permissions and user activities are maintained in centralized databases, enabling
administrators to control and monitor system operations. While these approaches simplify management and provide
high availability, they concentrate control within a single entity. Despite the use of standard security mechanisms,
centralized systems exhibit several inherent limitations. Storing critical information such as encryption keys,
credentials, and access logs in a single repository creates a significant vulnerability, making the system an attractive
target for cyberattacks. If the central server is compromised, unauthorized entities may gain access to sensitive data,
leading to privacy breaches and potential data manipulation. Additionally, traditional encryption techniques often
depend on trusted intermediaries for key distribution and management, which introduces further risks. Limited
transparency in how data is accessed and shared also reduces user confidence, as verification of data integrity and
access history is not always possible. Scalability and flexibility present further challenges in existing approaches. As
the volume of data and number of users increase, centralized infrastructures may struggle to efficiently handle access
control, key revocation, and permission updates. Processes such as session management, token validation, and access
revocation can become complex and prone to delays or inconsistencies. Furthermore, users have minimal control over
their own data, as policies are enforced by the service provider rather than the data owner. These constraints highlight
the inefficiency of conventional techniques in meeting modern requirements for secure, transparent, and user-centric
cloud data management.
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IV. PROPOSED METHODOLOGIES

The proposed system introduces a decentralized framework designed to enhance data security, privacy, and user control
in cloud environments. Unlike traditional centralized models, the architecture eliminates dependence on a single
authority by integrating blockchain technology with distributed storage mechanisms. Data is encrypted using Elliptic
Curve Cryptography (ECC), which provides strong security with reduced computational overhead. Encrypted files are
then stored in the InterPlanetary File System (IPFS), ensuring distributed and tamper-resistant storage. Blockchain is
utilized to maintain immutable records of file metadata, access permissions, and transaction histories, enabling
transparent and verifiable data management. To strengthen secure data sharing, the framework incorporates advanced
cryptographic techniques such as proxy re-encryption. This mechanism allows encrypted data to be securely shared
with authorized users without exposing the original encryption keys, thereby preserving confidentiality during the
sharing process. Additionally, zero-knowledge proof mechanisms are employed to authenticate users and verify access
rights without revealing sensitive credentials. These techniques collectively ensure that only authorized entities can
access the data, while maintaining a high level of privacy and security throughout the system. The decentralized nature
of the system significantly improves reliability, scalability, and trust. By distributing data across IPFS nodes and
recording access activities on the blockchain, the architecture eliminates single points of failure and reduces the risk of
data breaches. Users are granted full ownership and control over their data, including the ability to define and manage
access permissions independently. This approach enhances transparency, as all transactions and access events are
traceable and immutable. Overall, the proposed framework establishes a secure, efficient, and user-centric solution for
modern cloud data storage and sharing requirements.

V.METHODOLOGY

The methodology is based on a decentralized architecture that integrates blockchain technology, distributed storage,
and cryptographic mechanisms. The system is structured into multiple modules, including data owner, cloud interface,
IPFS storage, and data user. Each component operates independently while maintaining secure communication through
blockchain-based verification and encryption protocols.

Data Encryption Using ECC

Before data storage, files are encrypted using Elliptic Curve Cryptography to ensure confidentiality. ECC is selected
due to its high security with smaller key sizes, reducing computational overhead. The encryption process converts plain
data into secure ciphertext, ensuring that only authorized entities can access the original content.

Distributed Storage with IPFS

Encrypted data is uploaded to the InterPlanetary File System, which stores files in a distributed and content-addressable
manner. Each file is assigned a unique hash that acts as its identifier. This approach ensures data integrity, availability,
and resistance to tampering, as files are not stored in a single centralized location.

Blockchain-Based Access Control

Blockchain is used to record metadata such as file hashes, user permissions, and transaction logs. Smart contracts
manage access control policies, ensuring that only authorized users can request and access data. The immutable nature
of blockchain guarantees transparency and prevents unauthorized modifications.

Secure Data Sharing with Proxy Re-Encryption

Proxy re-encryption is implemented to enable secure data sharing between users. Instead of sharing private keys, a re-
encryption mechanism allows encrypted data to be transformed for authorized users. This ensures secure delegation of
access without compromising the original encryption.

Privacy Preservation Using Zero-Knowledge Proof

Zero-knowledge proof techniques are applied to verify user identity and access rights without revealing sensitive
credentials. This enhances privacy by ensuring that authentication is performed securely without exposing confidential
information during the verification process.

Data Access and Retrieval

Authorized users request access through the blockchain, where permissions are verified. Upon successful
authentication, the encrypted file is retrieved from IPFS using its hash and decrypted using the appropriate keys. This
process ensures secure and controlled data access within the decentralized framework.
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Figure 1: Diagram representation of the proposed methodology
VI. EXPERIMENTAL RESULTS

The performance of the proposed decentralized framework is evaluated by comparing it with traditional centralized
cloud systems across key security and efficiency metrics. The analysis focuses on parameters such as data security,
access control efficiency, latency, scalability, and resistance to attacks. The results indicate that decentralized storage
combined with blockchain and advanced cryptographic techniques significantly enhances data protection and
transparency. The use of Elliptic Curve Cryptography reduces computational overhead while maintaining strong
encryption, and IPFS improves data availability through distributed storage. Furthermore, proxy re-encryption and
zero-knowledge proof mechanisms ensure secure and privacy-preserving data sharing. Although a slight increase in
latency is observed due to blockchain validation processes, the overall system demonstrates superior performance in
terms of security, reliability, and user control when compared to existing centralized approaches.

Metric Existing System (%) | Proposed System (%)
Data Security 60 95
Privacy Preservation 50 93
Access Control Efficiency 55 92
Scalability 65 90
Data Integrity 58 96
Latency Efficiency 85 75
Fault Tolerance 52 94
Transparency 57 97
Attack Resistance 60 95
Key Management Efficiency 54 91

Table 1: Performance Comparison Table

The numerical comparison highlights the performance differences between centralized and decentralized approaches
across critical system metrics. The proposed model demonstrates significant improvements in data security, privacy
preservation, and data integrity, with values consistently exceeding 90%, indicating strong protection through
encryption and distributed storage. Access control efficiency and transparency also show notable enhancement due to
blockchain-based verification, which enables secure and traceable authorization mechanisms. Scalability and fault
tolerance are considerably improved, as decentralized storage eliminates single points of failure and ensures continuous
data availability. In contrast, the existing system shows moderate performance across most parameters, primarily due to
reliance on centralized control and limited user authority over data. Although latency efficiency appears higher in the
existing model, this is attributed to the absence of blockchain validation processes. The proposed system introduces
slight overhead due to cryptographic operations and transaction verification; however, this trade-off results in
substantially improved security, reliability, and trust. Overall, the performance values demonstrate that the
decentralized framework provides a more robust and secure solution for modern cloud data management.
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Figure 2: Performance metric chart representation
VII. CONCLUSION

The study presents a decentralized framework for secure and privacy-preserving cloud data storage and sharing,
addressing the critical limitations of traditional centralized systems. By integrating blockchain technology with
distributed storage through IPFS and employing advanced cryptographic techniques such as Elliptic Curve
Cryptography, proxy re-encryption, and zero-knowledge proofs, the proposed approach ensures strong data
confidentiality, integrity, and transparent access control. The elimination of a single point of failure significantly
reduces the risk of data breaches and unauthorized access, while enabling verifiable and tamper-resistant data
management. The results demonstrate that the decentralized model enhances user control, scalability, and system
reliability compared to existing approaches. Although minor latency overhead is introduced due to blockchain
operations, the overall benefits in terms of security, privacy, and trust outweigh this limitation. The framework
establishes a robust and efficient solution for modern cloud environments, supporting secure data sharing and access
management while promoting a transparent and user-centric digital ecosystem.
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