International Journal of Engineering & Extended Technologies Research (IJEETR)

'[ [ISSN: 2322-0163| www.ijeetr.com | A Bimonthly, Peer Reviewed, Scholarly Indexed Journal |

2 :

Y N | Volume 8, Issue 2, March - April 2026 |
4, W

IJEETI DOI:10.15662/1JEETR.2026.0802072

Enhancing Robustness of Machine Learning
based Intrusion Detection Systems under
Distribution Shift through Stability-
Constrained Learning

S.Valarmathi, S.Mugambigai
Department of Computer Science and Engineering, Knowledge Institute of Technology (Autonomous), Salem,

Affiliated to Anna University, Chennai, Tamil Nadu, India

Publication History: Received: 25.02.2026; Revised: 20.03.2026; Accepted: 25.03. 2026; Published: 28.03.2026.

ABSTRACT: Machine learning is widely used in intrusion detection systems to identify malicious network
activities, but in practical environments, the data used during training often differs from the data encountered after
deployment because network traffic changes over time. As a result, models that perform well during training may
behave inconsistently in real conditions, especially when small variations in input lead to noticeable changes in
prediction. This work looks at intrusion detection from the perspective of prediction stability under such changing data
conditions by introducing a stability constraint during training that limits how much the model output can vary when
the input is slightly modified. Along with classification accuracy, the behavior of the model is examined using
measures such as prediction sensitivity, output variance, and parameter magnitude so that reliability can be understood
more clearly rather than relying on accuracy alone. The approach is evaluated using benchmark intrusion detection data
with controlled variations that represent changes in network traffic, and the observations show that the model produces
more consistent outputs and is less affected by small input changes while maintaining a similar level of detection
performance, indicating that incorporating stability into the learning process can improve the reliability of intrusion
detection systems in dynamic environments.

KEYWORDS: Intrusion Detection Systems- Distribution Shift - Stability-Constrained Learning - Network Security-
Robust Machine Learning.

I. INTRODUCTION

Computer networks play an important role in supporting communication, data exchange, and many critical services
across different sectors. As their usage continues to grow, concerns related to security have also increased. Network-
based attacks such as denial-of-service, malware, and unauthorized access are becoming more frequent and, in many
cases, more difficult to detect. This has made intrusion detection an essential component of modern network security.

Intrusion Detection Systems are designed to monitor network traffic and identify behavior that deviates from normal
patterns. Traditional approaches are mainly based on signature matching, where known attack patterns are compared
with incoming data. Although these methods are effective for previously identified threats, they are limited when
dealing with new or evolving attacks. To address this limitation, machine learning techniques have been widely
adopted, as they can learn patterns from data and identify anomalies without relying entirely on predefined rules.

Despite these advantages, several practical challenges remain. A key issue is that many machine learning models are
developed under the assumption that training data and operational data follow similar distributions. In real-world
environments, this assumption rarely holds. Network traffic changes over time due to variations in user behavior,
system updates,and the emergence of new attack strategies. When such changes occur, the performance of trained
models may degrade,and their predictions may become less reliable.

Another important concern is the stability of model predictions. In some situations, small changes in input features can

lead to noticeable differences in the output. In the context of intrusion detection, such behavior can result in
inconsistent decisions, increasing the likelihood of false alarms or missed detections. Therefore, it is not sufficient to
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evaluate models based only on accuracy; it is also necessary to examine how stable their predictions remain under
small variations in input data.

Existing research has explored techniques such as domain adaptation, transfer learning, and robust optimization to
handle differences between training and testing data. While these methods provide useful improvements, they often
require additional information about the target domain or involve complex training procedures. In many practical
scenarios, such information may not be available in advance, making these approaches difficult to apply directly.

In this work, intrusion detection is examined from a different perspective by focusing on prediction stability under
changing data conditions. A stability-constrained learning framework is introduced, where the training process is
designed to reduce unnecessary changes in model output when the input is slightly modified. Instead of adapting the
model to a specific target domain, the approach studies how the model itself responds to controlled variations in input
data.

To evaluate this behavior, small perturbations are introduced to simulate realistic changes in network traffic. The model
is then assessed not only in terms of classification accuracy but also based on how consistent its predictions remain
under these variations. This allows a more detailed understanding of model reliability in dynamic environments.

The results show that incorporating stability constraints during training leads to more consistent prediction behavior
without significantly affecting detection performance. This suggests that focusing on stability, along with accuracy, can
help improve the practical usefulness of intrusion detection systems in real-world settings where data conditions are not
fixed.

II. RELATED WORK

Handling changes in data distribution has been widely studied in machine learning, especially in the context of domain
adaptation and domain generalization. Existing approaches mainly focus on reducing the gap between training and
testing data by learning domain-invariant representations or aligning feature distributions across domains. Several
studies have explored feature alignment and transfer learning strategies to improve model performance under
distribution shift [1-5,16,17]. More advanced methods, including adversarial domain adaptation and cycle-consistent
learning, attempt to minimize discrepancies between source and target domains through complex optimization
procedures [18,19]. While these approaches have shown promising results, they often rely on access to target domain
data during training or require careful tuning of multiple components, which may limit their applicability in practical
intrusion detection scenarios.

Another line of research focuses on improving robustness through distributionally robust optimization and invariant
learning. These methods aim to ensure that models perform consistently under worst-case or unseen data conditions [6—
10]. Techniques such as adversarial training and invariant risk minimization attempt to reduce sensitivity to distribution
changes by enforcing stability across environments. Although these approaches provide strong theoretical foundations,
they are often computationally intensive and are not always designed with application-specific constraints in mind. In
particular, their direct application to intrusion detection systems remains limited.

The concept of stability in machine learning has also been studied from a theoretical perspective. Earlier work has
shown that stable learning algorithms tend to generalize better and produce more reliable predictions [11,12]. Other
studies have examined related aspects such as probability calibration and stability selection to improve the reliability of
model outputs [13—15]. However, most of these works focus on general learning behavior and do not explicitly address
how prediction stability can be evaluated and controlled in the presence of distribution shift, especially in security-
related applications.

In the area of intrusion detection, machine learning and deep learning techniques have been widely adopted to improve
detection accuracy and automate threat identification [20-22,25,26]. Several surveys have highlighted the effectiveness
of these approaches as well as the availability of benchmark datasets such as KDD Cup 1999 [23,27-30]. Despite these
advancements, a common limitation is that many intrusion detection models are developed and evaluated under the
assumption that training and testing data follow similar distributions. As pointed out in prior work, this assumption
does not always hold in real-world environments, where network traffic patterns can evolve over time [24]. As a result,
models that perform well during training may experience degraded performance and inconsistent behavior after
deployment.
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Overall, while existing studies have addressed distribution shift, robustness, and intrusion detection from different
perspectives, limited attention has been given to the stability of model predictions under changing input conditions.
Most approaches either focus on adapting to new domains or improving accuracy, without explicitly examining how
sensitive model outputs are to small variations in input data. In contrast, the present work treats stability as an integral
part of the learning process and evaluates model behavior under controlled perturbations. By focusing on both
predictive performance and consistency, the proposed approach aims to provide a more practical and reliable solution
for intrusion detection in dynamic network environments.

III. METHODOLOGY

This section presents the methodology developed to improve the reliability of intrusion detection models under
changing data conditions. In real network environments, traffic patterns evolve, which can reduce model effectiveness
after deployment. The proposed approach is designed not only to learn from available data but also to examine and
control how model predictions respond to small variations in input. By combining controlled training with structured
evaluation, the methodology provides a way to study both predictive performance and prediction stability under
distribution shift.

The dataset is represented as a set of input—output pairs

D= {(Xl, yl)' (XZ' yZ)' R (xn' yn)}

where eachx;contains the features of a network flow andy; € {0,1}indicates whether the traffic is normal or malicious.
The data is loaded using a dataset loader, which prepares separate splits for training, validation, and testing. In addition
to the standard test set, a target test set is created to represent data that differs from the training distribution. This
difference is controlled through a shift parameter during data preparation.

Before training, the input features are scaled so that all values lie within a similar range. This step avoids an imbalance
between features and helps the model learn more reliably. Once preprocessing is complete, the model is trained using a
multi-layer perceptron, which maps the input features to output predictions through a hidden layer. This choice allows
the study to focus on learning behaviour and stability analysis without introducing additional complexity from more
advanced architectures.

During training, the model parameters are updated using a loss function that combines classification error with a
constraint on the model weights. This is written as

Leotar = Las + Alwl|? (1
Where L., measures how well the model classifies the data and ||w||represents the magnitude of the model weights.
The parameter A controls how strongly the model is constrained. This part is directly reflected in the training process,
where Alt is not fixed but varies across different values.

Instead of choosing a single value, several values of A are tested. For each setting, the model is trained and evaluated
multiple times. This repeated evaluation is important because it reduces the effect of randomness and gives a clearer
picture of how the model behaves. The final results are taken as averages across these runs.

To examine how the model responds to changes in input, small variations are introduced into the data during
evaluation. This is done by adding random noise to the input features:

Xshiftea = X T 6 )
where § is a small random value. This step simulates the kind of variation that can occur in real network traffic.This
perturbation-based formulation is used as a practical way to approximate variations that occur in real network traffic
without requiring additional datasets from different environments. It allows controlled analysis of model behaviour
under gradually changing input conditions.

The model is then evaluated on both the original data and the modified data. The difference between these outputs is
used to measure how sensitive the model is. This is calculated as

S= ”f(x) - f(xshifted)” 3)
A lower value of S indicates that the model output does not change much when the input is slightly modified.
To further understand this behavior, the same process is repeated multiple times with different noise samples. The

variation in the outputs is then measured as
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Var = =Sk, (i) = F(x))? )

This gives an idea of how consistent the model predictions are under repeated changes in input.

Along with these measures, the magnitude of the model weights is also tracked:
Iwll = |20, wf ®)

This helps in understanding how the constraint is controlled by A affects the model complexity.

The evaluation is mainly carried out on the target test set, which differs from the training data. The accuracy measured
on this set reflects how well the model generalizes when the data distribution changes. At the same time, sensitivity and
variance provide additional information about how stable the predictions are.

In this work, stability is incorporated directly into both the training and evaluation stages rather than being treated only
as a secondary outcome. The model is trained under controlled regularization settings and then systematically evaluated
under input perturbations to observe its response to distribution changes. Unlike approaches that depend on domain
adaptation or require access to target domain data during training, the proposed formulation focuses on regulating the
model itself. This makes it possible to study how prediction stability and accuracy interact without relying on additional
domain-specific assumptions.

By examining model behaviour across different values of A, the study makes it possible to observe how predictive
performance and stability interact under distribution shift. This provides a more complete view of model reliability than
accuracy alone. In practical intrusion detection settings, where data characteristics may change over time, such analysis
is important. A model that maintains consistent predictions under varying conditions can offer more dependable
performance, even when improvements in accuracy are limited.

IV. EXPERIMENTAL SETUP AND DATA DESCRIPTION

The experimental study is designed to evaluate how the proposed intrusion detection approach performs when the data
conditions differ from those seen during training. In practical settings, network traffic is not static, so the evaluation
focuses on both detection performance and the consistency of model predictions under such variations.

The experiments are conducted using a benchmark intrusion detection dataset derived from the KDD Cup 1999 dataset,
which has been widely used in network security research [23], [27]. The dataset consists of labeled network connection
records representing normal activity as well as multiple categories of attacks, including denial-of-service, probing,
remote-to-local, and user-to-root intrusions. Each record is described using a combination of traffic-based and host-
based features, such as connection duration, protocol type, service information, and statistical measures of network
behavior.

Before training, the dataset is preprocessed to ensure consistency. Categorical attributes are converted into numerical
form using standard encoding techniques, and all features are scaled to a common range. This step helps avoid an
imbalance between feature values and supports stable model training. After preprocessing, the data is divided into
training, validation, and testing subsets.

To examine performance under changing conditions, an additional test set is prepared to represent a shifted version of
the original data. This is achieved by introducing controlled variations into the input features, allowing the evaluation to
reflect scenarios where network traffic differs from the training distribution. The resulting setup makes it possible to
assess how well the trained model generalizes beyond its original data conditions.

The model is trained using the formulation described in Section 3. To study the effect of the regularization parameter,
multiple values of A are considered. For each setting, the training and evaluation process is repeated several times, and
the reported results correspond to the average across these runs. This helps reduce the influence of randomness and
provides a more reliable estimate of performance.

Evaluation is carried out using a combination of standard and stability-oriented metrics. Classification accuracy on the
shifted test set is used to measure detection performance under distribution change. In addition, the difference between
model outputs under original and modified inputs is measured to assess prediction sensitivity. The variability of
predictions under repeated input changes is also examined to understand how consistently the model behaves.
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The magnitude of the learned model parameters is monitored as part of the evaluation to observe how different
regularization settings influence model complexity. Together, these measures provide a more complete view of model
behaviour than accuracy alone.

All experiments are implemented using a Python-based environment for data processing and model training. The
evaluation results presented in the following section reflect the average performance across repeated runs under
different parameter settings.

Overall, this experimental setup is structured to provide a clear and consistent evaluation of the proposed approach
under conditions that resemble real-world variations in network traffic, while maintaining reproducibility and
transparency in the experimental process.

V. RESULTS AND DISCUSSION

The results are analyzed to understand how the model behaves when the test data gradually differs from the training
data. In addition to detection accuracy, particular attention is given to how consistently the model responds when small
variations are introduced in the input, since such conditions are common in real network environments.

The change in detection accuracy with increasing shift strength is presented in Figure 1. As the shift becomes stronger,
the accuracy decreases gradually. This behavior is expected because the testing data moves further away from the
distribution seen during training. However, the reduction is not abrupt and the model maintains reasonable performance
under moderate shifts. This trend shows that the learned patterns are not overly dependent on the original training
distribution and can generalize to some extent under changing conditions.

Target Accuracy vs Shift Strength
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Figure 1. Target domain accuracy under increasing distribution shift strength.

To better understand model robustness, the sensitivity of predictions to small input changes is examined, as shown in
Figure 2. Sensitivity increases as the level of shift becomes higher, reflecting the increased difficulty of the task. At the
same time, the increase remains gradual rather than sharp. This behavior shows that the model does not react
excessively to small perturbations, which is important for maintaining consistent outputs in practical deployment
scenarios.

Domain Gap vs Shift Strength
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Figure 2. Logit sensitivity of model predictions under increasing distribution shift
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A similar pattern is observed in Figure 3, which shows the variation in model outputs under repeated perturbations. The
prediction variance increases slightly with higher shift levels, but the overall magnitude remains limited. This indicates
that the model produces relatively stable outputs even when the input is not exactly the same. In intrusion detection
systems, such stability is important because large variations in output can lead to unreliable decisions, including false
alarms or missed attacks.

Logit Sensitivity vs Shift Strength
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Figure 3. Prediction variance under repeated perturbations across different shift levels

To analyze the role of regularization, an ablation study is carried out by varying the parameter A. The relationship
between A and detection accuracy is shown in Figure 4. It can be observed that moderate values of A provide similar or
slightly improved accuracy compared to the case without regularization. However, when A1 becomes too large, the
accuracy decreases noticeably. This suggests that while regularization helps control model behavior, excessive
constraint can limit the model’s ability to learn meaningful patterns from the data.
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Figure 4. Effect of regularization parameter (1) on target domain accuracy.
The effect of AThe prediction stability is shown in Figure 5. As A increases, the sensitivity decreases steadily,

indicating that the model becomes less affected by small changes in input. This trend highlights the role of
regularization in controlling output variation and improving the consistency of predictions.
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Figure 5. Effect of regularization parameter (1) on prediction sensitivity

To provide a clearer view of this trade-off, Table 1 summarizes accuracy and stability-related measures for different
values of 1.

A | Target Accuracy | Sensitivity | Variance | Weight Norm
0 0.8137 0.0762 0.1234 6.86
0.3 ] 0.8153 0.0547 0.0555 3.95
0.7 ] 0.8165 0.0224 0.0091 1.91
1 0.8100 0.0089 0.0014 1.10
2 0.5461 0.0002 ~0 0.15

Table 1. Impact of regularization strength on detection accuracy and stability-related metrics.

From the table, it can be seen that when A4 is small, the model achieves reasonable accuracy but shows higher sensitivity
and larger weight values. As A increases, both sensitivity and variance reduce significantly, indicating improved
stability. At the same time, the weight norm decreases, suggesting better control over model complexity. However,
when A becomes too large, the accuracy drops sharply, showing that excessive regularization can negatively affect
learning. This confirms that a balance between performance and stability is necessary.

In addition, the behavior of the regularized model was compared with a standard training setting without regularization.
It was observed that the regularized model produces lower sensitivity and reduced prediction variance while
maintaining comparable accuracy under moderate shift conditions. This indicates that the proposed approach improves
robustness without requiring access to additional domain-specific data or complex adaptation strategies.

Overall, the results show that the model maintains consistent behavior under moderate distribution changes. Although
some decrease in accuracy is unavoidable as the shift becomes stronger, the model avoids large fluctuations in its
predictions. This balance between accuracy and stability is important in practical intrusion detection systems, where
network conditions evolve and consistent model behavior is required for reliable decision-making.

VI. CONCLUSION AND FUTURE WORK

This work examined the problem of maintaining reliable intrusion detection performance when network traffic
conditions change over time. In such situations, models trained on historical data often experience a decline in
effectiveness, not only in terms of accuracy but also in the consistency of their predictions. To address this, the study
focused on incorporating stability as an explicit consideration during model development and evaluation.

A learning framework based on controlled regularization and perturbation-based analysis was used to study how model

predictions respond to small variations in input. Instead of relying on access to additional target domain data or
complex adaptation mechanisms, the approach focuses on regulating the model itself and observing its behavior under
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gradually changing conditions. The results show that it is possible to reduce unnecessary variation in model outputs
while maintaining comparable detection performance, particularly under moderate distribution shifts.

The analysis of sensitivity, prediction variance, and parameter magnitude provides a more detailed view of model
behavior beyond accuracy alone. These observations highlight that models with slightly constrained parameter settings
can produce more consistent predictions, which is an important requirement in intrusion detection systems where
unstable outputs may lead to unreliable decisions. At the same time, the results also show that excessive constraint can
reduce predictive capability, indicating the need for a balanced configuration.

While the study provides useful insights, it is limited to controlled experimental settings and a specific model structure.
The perturbation-based formulation used to simulate distribution shift offers a practical approximation, but it does not
capture all types of changes that may occur in real network environments. In addition, only a single classification
architecture is considered, which may not fully represent the behavior of more complex models.

Future work can extend this study in several directions. One possible direction is to evaluate the proposed approach on
more recent and diverse intrusion detection datasets that reflect modern network conditions. Another direction is to
examine how the same stability-oriented formulation behaves when applied to more advanced learning architectures,
such as deep neural networks or hybrid detection models. It would also be useful to explore adaptive strategies for
selecting the regularization parameter based on data characteristics rather than fixed experimental settings. Finally,
incorporating real-world streaming data and studying model behavior over time could provide further insight into how
stability-aware learning performs in continuously evolving environments.

The main contribution of this study lies in treating prediction stability as a primary aspect of intrusion detection model
design and evaluating it through a simple but effective perturbation-based framework. By combining controlled
regularization with stability-focused evaluation, the work provides a practical way to study how models behave under
distribution shift without relying on complex domain adaptation techniques.

Overall, this study suggests that considering prediction stability alongside accuracy can contribute to the development
of more reliable intrusion detection models, particularly in scenarios where data conditions are not fixed.
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