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ABSTRACT: AI-Powered Data Engineering Frameworks for Smart Manufacturing Quality Control presents an 

evidence-based, formal analysis of AI methods, data pipelines, and governance to improve defect detection and process 

reliability in smart manufacturing quality control. The contributions cover data engineering prerequisites—including 

data sources, quality requirements, acquisition approaches, ingestion methods, latency considerations, and 

integration—together with key decision-supporting AI techniques, a comprehensive system architecture for end-to-end 

quality control, and high-level data governance requirements. 

 

Exploiting artificial intelligence (AI) to enhance manufacturer-automated quality control processes enables self-driving 

factories with reduced defect rates. AI methods are implemented for defect detection, correlation, and root-cause 

forecasting, closing the gaps between Machine Learning, Big Data, and IoT. Data quality proves decisive for these 

operations, raising specialized Data Engineering requirements across the entire analytical pipeline and including 

Quality Control Data Engineering-as-a-Service. By framing the analysis within the broader context of smart factory 

data engineering, a comprehensive set of Quality Control data quality requirements emerges and combinations of 

supervised, unsupervised, and time series methods are explored to tackle both defect detection and repair procedure 

prediction. 
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I. INTRODUCTION 

 

Artificial Intelligence (AI) can aid quality assurance (QA) with identifying defective products, determining their root 

cause, predicting future occurrences, and subsequently proposing corrective actions. The proposed integration 

framework offers an overview of the data requirements for AI methods and presents various AI techniques to improve 

QA in manufacturing. The focus is on supervised and unsupervised learning methods that require little to no expert 

knowledge for defining a model. Additionally, it outlines the data pipelines required to ingest the necessary data flow 

for AI-based QA activities and discusses essential data governance concepts. 

 

Every revolution since the First Industrial Revolution (Industry 1.0) has benefited from improvements and 

optimizations in the manufacturing process. The current trend of merging the physical world with the digital world is 

known as Cyber-Physical System (CPS). A CPS uses technology such as IoT, Cloud, Big Data, and AI to improve 

manufacturing processes. Industry 4.0 adopts smart and autonomous systems that enable machines to monitor the 

manufacturing processes and make decisions based on real-time data, such as detecting system failure, predicting future 

incidents, and adapting or optimizing production schedules. However, the success of AI techniques requires 

considerable amounts of relevant data of high quality, which is often challenging to provide. 

 

1.1. Overview of AI in Quality Control 

Smart manufacturing envisions an intelligent factory that unites personnel and AI algorithms as partners in production. 

Integrating AI into business processes promises unparalleled advantages but entails novel decision-making hazards. 

Consequently, devising strategies and rules to blueprint, supervise, orchestrate, and govern AI-aligned data pipelines 
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emerges as essential. 

 
 

Fig 1: Synergizing Human-AI Collaboration in Industry 4.0: A Framework for Integrated Quality Assurance 

and Real-Time Data Pipeline Governance in Smart Factories 

 

One pivotal deployment area is intelligent Quality Control (QC), where the AI mission is to detect-defect-label-

localize-repair with utmost automation accuracy and reliability. AI-driven defect-detection technology shrinks and 

minimizes mistakes in the complex process, yet Quality Assurance (QA) is an unexplored dimension in intelligent 

factories beyond sustainable-hazard-free emissions. Integrating QA within the AI-Data pipeline raises timing-

synchronization-latency challenges, for extensive resources are devoted to training-defect-detection models. 

 

AI empowers modern Industry 4.0 applications across the entire process-decision supply chain-operations, availing 

anomaly-based predictive maintenance systems in traditional sectors of telecommunication, manufacturing, automotive 

transportation, and power. Specific reference to the quality-control branch of applications, Pesic et al. develop a set of 

supervised defect-detection solutions commonly used in plants, delineate label-quality requirements, and scrutinize 

data-quality requirements throughout the data pipeline process-creation-execution in open-source mode. With smart 

manufacturing's data-flooded factories serving as backgrounds, the integration of deployment of QA processes-systems 

is viewed through the steered lens of a continuously operating-cycle-test facility, targeting mainly defect-detection 

systems and the quality of data fed and real-time-streamed to trained model solutions. 

 

II. THEORETICAL FOUNDATIONS OF AI-DRIVEN QUALITY CONTROL 

 

Quality control in smart manufacturing systems depends on efficient QA defect detection to minimize interruptions and 

strengthen reliability. The relationship between AI methods, data engineering, data governance, and decision-making in 

defect detection is explored to deepen understanding of dependencies and guidelines for applying AI techniques in QA. 

The analysis clarifies concepts for AI methods supporting the manufacturing quality-control task and identifies issues 
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in data pipelines that affect defect-detection quality. Precise terminology improves communication between domain 

experts and data engineers and motivates smart factories to develop and maintain high-quality data pipelines. 

 

Four theorems address quality-control methods, defect detection, data governance, and data pipelines to yield the 

assumptions and limitations. Experiments with quality-control data in visual domain support the work. A detailed 

discussion of AI methods and techniques used for defect detection is consistent with supervised machine- and deep-

learning techniques and additional methods such as clustering. The problem, advantages, and challenges of applying AI 

methods for manufacturing quality control and product QA are comprehensible to practitioners, promote guided 

research, and inform data engineers responsible for establishing data pipelines capable of supporting defect detection in 

QA. 

 

Equation 1) Supervised defect detection as a classification problem 

Step 1: Define the data 

• For each product/sample 𝑖: features 𝑥𝑖 (image/video/3D point cloud) and label 𝑦𝑖 . 
• Binary case (OK vs Defect): 𝑦𝑖 ∈ {0,1}. 
• Multi-class case: 𝑦𝑖 ∈ {1, … , 𝐾} (multiple defect types). 

Step 2: Model outputs 

• Binary: model outputs probability 𝑝̂𝑖 = 𝑃(𝑦𝑖 = 1 ∣ 𝑥𝑖). 
• Multi-class: model outputs class probabilities via softmax: 𝑧𝑖𝑘 = 𝑓𝑘(𝑥𝑖; 𝜃), 𝑝̂𝑖𝑘 = 𝑒𝑧𝑖𝑘∑ 𝑒𝑧𝑖𝑗𝐾𝑗=1  

Step 3: Decision rule (thresholding)  

For binary classification: 𝑦̂𝑖 = {1 if 𝑝̂𝑖 ≥ 𝜏0 if 𝑝̂𝑖 < 𝜏 
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2.1. Key Concepts in AI-Enhanced Quality Assurance 

Artificial intelligence (AI) technology is revolutionizing software engineering at every phase of the software lifecycle. 

Though abundant empirical evidence of its efficacy remains scarce, adoption is escalating rapidly—and therefore also 

the desire to understand AI’s implications for the quality assurance (QA) of intelligent systems. A theory of decision-

making by data-centric AI-foundation model-driven software agents suggests that, in the domain of QA, AI technology 

enhances not only the detection of product faults in addition to process biases, but also the costs and hazards of testing, 

shaping, and maintaining test data accordingly. Data supply accuracy and reliability are in fact value drivers for cloud-

based testing services, and AI detection methods are not a complete substitute for traditional QA. 

 

Testing and assessing the correct performance of software is fundamental to software engineering, and yet, because of 

its complexity and non-determinism, ground-truth-based testing—even for classification systems—remains 

challenging. The development of appropriate input samples is key, and new categories of systems relying on data-

centric AI foundation models give rise to new QA propositions: it is no longer just the system being tested but also the 

“data generator” that must be tested and assessed. In the context of autonomous or self-driving cars, testing must go 

beyond traditional test-data sampling methods such as random or edge-case sampling, since it cannot be guaranteed that 

the data generated by the data-centric AI systems are of good enough quality for the intelligent systems built on top of 

them, implying that introducing QA stages is paramount. 

 

Model Accuracy Precision Recall 

Supervised CNN 0.56 0.215 0.98 

GMM thresholding (novelty) 0.568 0.213 0.939 

K-means + inspection labels 0.519 0.185 0.857 

 

III. DATA ENGINEERING ESSENTIALS FOR SMART MANUFACTURING 

 

Smart factories harness abundant data from various sources, including production processes, operational equipment, 

and personnel, to enhance decision-making. Unlike traditional enterprise data warehouses, smart manufacturing 

information requires not only reliability and compliance but also lower price and faster update speed. Moreover, data 

must meet the specific requirements of different AI methods—labelled samples for supervised learning, entire space for 

unsupervised learning, and historical defect locations for quality monitoring. 

 

Data sources encompass physical sensors such as cameras, environmental sensors, and in-line inspection equipment, as 

well as electronic systems like a manufacturing execution system (MES). Because additional sensors are costly, 

condition monitoring wearables are valuable sparing resources. Construction errors and equipment limitations hinder 

data quality. Intelligent sensors assist sampling, synthetic aperture imaging improves resolution, and streaming data 

management minimizes gross errors. The realtime data transfer capability of the equipment is crucial. Smart factories 

support synchronic ordering of multiple cameras and synchronisation of different systems, so that video streams can be 

correctly combined during labelled sample preparation, labelled sample generation for supervised methods can use 

automated machines to evaluate improved quality with low cost, and batch and online classification can be 

implemented in parallel. 

 

Equation 2) Confusion matrix and performance metrics (QC-critical) 

Step 1: Confusion matrix counts  

For binary classification: 

• 𝑇𝑃: predicted defect & actually defect 

• 𝐹𝑃: predicted defect but actually OK (false alarm / false reject) 

• 𝑇𝑁: predicted OK & actually OK 

• 𝐹𝑁: predicted OK but actually defect (missed defect; often most costly) 

Step 2: Derived metrics 

Accuracy = 𝑇𝑃+𝑇𝑁𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁 Precision = 𝑇𝑃𝑇𝑃+𝐹𝑃 (“When we flag defect, how often correct?”) Recall (TPR) =𝑇𝑃𝑇𝑃+𝐹𝑁 (“How many real defects do we catch?”) 𝐹1 = 2⋅Precision⋅Recall
Precision+Recall
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Step 3: ROC curve 

• Define: 

TPR(𝜏) = 𝑇𝑃(𝜏)𝑇𝑃(𝜏)+𝐹𝑁(𝜏) FPR(𝜏) = 𝐹𝑃(𝜏)𝐹𝑃(𝜏)+𝑇𝑁(𝜏) 
• Sweep 𝜏 ∈ [0,1] to plot 𝑇𝑃𝑅 vs 𝐹𝑃𝑅. 

• AUC is the integral (numerically trapezoidal): 

AUC = ∫ 𝑇10 𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅) 
Step 4: Precision–Recall curve  

Because defect detection is often imbalanced, PR curves are commonly more informative than ROC. 

• Sweep 𝜏, plot 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝜏) vs 𝑅𝑒𝑐𝑎𝑙𝑙(𝜏). 
• PR-AUC: 

PR-AUC = ∫ 𝑃10 𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝑅𝑒𝑐𝑎𝑙𝑙) 𝑑(𝑅𝑒𝑐𝑎𝑙𝑙) 
 

3.1. Data Acquisition and Ingestion 

Smart manufacturing relies heavily on digital twins, data-driven applications, and integrated infrastructures to make the 

best use of artificial intelligence. Data acquisition and ingestion — the phase of data engineering that captures and 
transfers data into event capture and processing systems — face a wide spectrum of requirements during operations. 
The degree of data quality and the choice of architecture for data ingestion predict whether the intended application 

uses the data for performing at its best. 

 

Data can be acquired from a variety of sources: process sensors, equipment logs, human operators, service logs, 

artificial sensors, the surrounding environment, and more. Depending on the nature of the information being collected, 

a digital twin may need information from within the process — such as spatial scans — or from external sources, 
including those related to market trends, competitors, and stored knowledge. Some values need to be sourced with a 

high temporal resolution; for instance, temperature must often be recorded every few milliseconds, while market prices 

are typically uploaded every few seconds or minutes. Latency — the time delay introduced when analysing data —
 affects business, and a certain tolerance or limits must be defined. Time-sensitive information can be missed or delayed 

depending on tolerance — the acceptable lag before usefulness diminishes or disappears entirely — and, ideally, the 
digital twin is aware of every event that occurs at the detection speed of the fastest sensor, even if some events remain 

invisible or are temporally out of sync. The design of the ingestion layer must therefore take into account the scarceness 

of the different data sources, the risks of re-triggering previously ingested data, the acceptable latency of data 

acquisition, and the detection tolerances. 
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Fig 2: Optimizing Data Ingestion for Digital Twins: A Framework for Temporal Resolution, Latency, and 

Detection Tolerance in Smart Manufacturing 

 

3.2. Data Transformation and Feature Engineering 

Additional features supporting the classification task may emerge through data engineering practices such as feature 

extraction and selection. Feature extraction generates new features from the available data, either through 

transformation, aggregation, or fusion. Examples include score calculations based on raw imaging data or threshold-

based defect detection. The most relevant features may also be automatically or manually identified and extracted from 

the original data. Data fusion creates new features based on the combination of already existing information. One 

prominent example in the literature is the transformation of distinct camera images of a workpiece into a new 

representation comprising a concatenation of the different channel values, which serves as input for RGB image-based 

classification methods. 

 

A related process is feature selection, which attempts to find the optimal subset of available features for the 

classification task. Assumptions about label availability and quality determine its suitability as preparation for 

supervised machine learning methods. Such label information can derive from domain knowledge, operational 

conditions, or preceding or concurrent tasks. In unsupervised or anomaly detection, these constraints are not present, 

opening up numerous possibilities for various statistical and non-statistical techniques, used individually or in tandem. 

Clustering approaches such as k-means or DBSCAN group similar observations, while novelty detection approaches 

are able to detect new, previously unseen class types. A more advanced method is thresholding, which uses an 

additional supervised model to detect outliers based on a normal operating range defined by a clean dataset. Proper 

choice of the underlying clustering technique and attendant parameters influences the system performance, requiring 

experimentation and testing to determine the best solution for a particular quality use case. 
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IV. AI METHODS FOR QUALITY CONTROL 

 

Understanding the requirements for, details of, and practical implementation concerns around data engineering lays the 

foundation for evidence-based selection and deployment of AI methods for quality control. Detection of defects can be 

treated as a supervised learning problem, where algorithms are trained to predict visual labels indicating the presence or 

absence of defects across multiple classes. Candidate methods, covering image, video, and 3D point-cloud data 

modalities, are enumerated, as are strategies for generating the required labeled training data. Metrics for gauging 

model performance and mitigating real-world consequences of misclassifications are discussed, along with processes 

for evaluating classification accuracy across deployment scenarios. 

 

When labeled samples are scarce or unavailable, unsupervised learning provides alternative approaches. These explore 

underlying data distributions to build models of operating conditions that are then applied for novelty detection, such as 

marking images as anomalous without explicitly labeling defect categories. Other techniques cluster the training 

samples, labelling clusters via inspection and using these labels for later classification. In these scenarios, particular 

attention should be paid to the clustering process, with thorough analysis of the detected groups. A third approach, 

unsupervised thresholding, appraises test samples by determining threshold values for metrics computed for a given 

sample and compared against thresholds determined via separate validation sets. For these methods, classifiers can 

easily be added or swapped out, depending on hardware, latency, or accuracy requirements. 

 

Equation 3) Unsupervised learning: clustering (k-means objective) 

k-means derivation  

Step 1: Choose 𝐾 cluster centers 𝜇1, … , 𝜇𝐾. 

Step 2: Define assignment variables  

Let 𝑐(𝑖) ∈ {1, … , 𝐾} be the cluster index assigned to sample 𝑥𝑖. 
Step 3: Define the objective (within-cluster sum of squares) 𝐽 =∑∥∥𝑥𝑖 − 𝜇𝑐(𝑖)∥∥2𝑛

𝑖=1  

Step 4: Alternating minimization 

• Assignment step (fix 𝜇, minimize wrt 𝑐(𝑖)): 𝑐(𝑖) = argmin𝑘 ∥ 𝑥𝑖 − 𝜇𝑘 ∥2 

• Update step (fix assignments, minimize wrt 𝜇𝑘):  

Take derivative: ∂∂𝜇𝑘 ∑ ∥𝑖:𝑐(𝑖)=𝑘 𝑥𝑖 − 𝜇𝑘 ∥2= 0 ⇒ 𝜇𝑘 = 1𝑁𝑘 ∑ 𝑥𝑖𝑖:𝑐(𝑖)=𝑘  

where 𝑁𝑘 is the number of points in cluster 𝑘. 
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4.1. Supervised Learning for Defect Detection 

Quality control defect detection is often a supervised classification problem, where labeled defect examples are 

available to train the model. Regardless of the industrial sector, obtaining comprehensive sample coverage for every 

defect mutant is cumbersome and expensive. Attention and resources are primarily directed towards the frequent and 

costly defects. When the number of label occurrences for a specific defect is limited, methods with a compromise 

between performance and the sufficient sample size are employed. When test data achieves reasonable balance among 

the defect coverage, especially the rare defect offenders, performance metrics elucidate the quality of the model 

training. However, the novelty defect classes are not necessarily present for labeling. 

 

Recent works attempt to infer surrogate labels for the defect patterns or to optimize the labeling purpose by leveraging 

other industry sensors. Moreover, quality estimation techniques are discussed that elaborate the defect types through 

hard misclassified examples from the classifier. Other approaches employ XAI methods to investigate characteristics of 

training sets and support the labeling operations. Great attention has been devoted to model oversight and auditability 

through various sensitive metrics, example-wise model prediction confidence calibration, and cross-domain 

verification. To mitigate the labor-intensive annotation effort, active learning adopts the underlying distribution and 

model behavior to focus on the most critical samples for manual labeling. Given the limited number of hit-and-run 

defect samples, drop-out based augmentation methods generate additional noise redundancy in the images to 

complement tranining. 

 

Quality control fatique detection represents another classical supervised learning classification model in manufacturing. 

Human stress recognition comes from aggregated knowledge in the surrounding atmosphere using a multitude of 

context sources, including images, videos, audios, thermometer, and other sensors. Support Vector Machine, Decision 

Tree, Taylor Expansion and Neural Network are the trend models in the information fusion of Quality Attitude 

Analysis. 

 

4.2. Unsupervised and Anomaly Detection Techniques 

Unsupervised learning methods are also essential for defect detection and quality control. In some cases, collecting 

sufficient labeled samples is difficult or impossible due to temporal or spatial constraints (e.g., for rare types of 

defects); hence, supervision is not feasible. Unsupervised learning may allow these samples to be synthesized with 

limited resources, avoiding the reliance on highly skilled domain experts. In addition, evolving quality-control tasks 
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may benefit from online training without incurring the labeling cost each time a new anomaly appears or a previously 

trained model becomes stale. Nevertheless, distinguishing quality- from non-quality defects requires some degree of 

domain knowledge, especially thresholding acts. 

 

Unsupervised methods can be categorized into clustering and novelty detection (or outlier detection). The first type 

clusters observations in the feature space without prior knowledge about class labels. Each cluster represents a coherent 

group of data instances possessing similar features. Samples whose features deviate significantly from these groups 

may point to manufacturing defects. The second approach learns the distribution of the training observations and 

applies the fitted distribution for novelty detection during inference. Quality defects can be detected by flagging 

observations that fall outside the learned distribution. Methods can also be combined. For example, anomalies 

identified by novelty detection could be clustered to decide whether specific corrective actions make sense, or the 

clustering outcome can be further inspected with novelty detection techniques to identify potential erroneous samples 

affecting the model. 

 

 Pred OK (0) Pred Defect (1) 

Actual OK (0) 352 350 

Actual Defect (1) 2 96 

 

V. SYSTEM ARCHITECTURE FOR END-TO-END QUALITY CONTROL 

 

End-to-end quality control constitutes a comprehensive deployment of the discussed AI methods to fully anticipate 

quality issues before they arise during actual production. System architecture encapsulates the orchestration of data 

pipelines, the modular nature of individual components, the need for concurrent operation in multiple instances, and 

requirements for system scalability and fault tolerance. 

 

A data pipeline for end-to-end quality control can be orchestrated as shown in Figure 1, combining several elements 

that can be processed independently but share the same goal of integrating intelligence into the manufacturing process 

for quality assurance. These components address important aspects of AI–QA integration. The defect detection module 

encompasses labelled quality data along with the latest defect detection model, while anomaly detection utilises 

different heterogeneous data streams not usually exploited for QA, such as that from remote data collection systems. 

The combination of both solutions forms a comprehensive quality assurance framework by enabling defects to be 

detected as early as possible within the production pipeline. 

 

The feedback loop from the model monitoring module allows these data streams to be leveraged concurrently for 

improved overall manufacturing robustness during production, paralleling the stream of model predictions. Individual 

components may also be scaled independently in event-driven mode, allocating generate–aggregate resources according 

to the current workflow manage-ment. Any event-driven component may also trigger alerts for those users assigned the 

corresponding roles in the data governance model. 

 

Equation 4) Unsupervised novelty detection via Gaussian Mixture Model (GMM) + thresholding 

Step 1: Model the normal data distribution  

Assume features 𝑥 ∈ ℝ𝑑 arise from a mixture of 𝐾 Gaussians: 𝑝(𝑥) = ∑𝜋𝑘𝐾
𝑘=1  𝒩(𝑥 ∣ 𝜇𝑘, 𝛴𝑘) 

where 𝜋𝑘 ≥ 0, ∑ 𝜋𝑘𝑘 = 1. 

Step 2: Gaussian density 𝒩(𝑥 ∣ 𝜇, 𝛴) = 1(2𝜋)𝑑/2|𝛴|1/2 exp (−12 (𝑥 − 𝜇)𝑇𝛴−1(𝑥 − 𝜇)) 

Step 3: Compute a novelty score  

Common score = negative log likelihood: 𝑠(𝑥) = −log𝑝(𝑥) 
• If 𝑝(𝑥) is small (unlikely under normal), 𝑠(𝑥) is large → anomalous. 
Step 4: Threshold selection using validation 𝜏 = 𝑄1−𝛼(𝑠1, … , 𝑠𝑚) 
so that only 𝛼 fraction of clean data exceed it (target false alarm rate). 
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Step 5: Detection rule 𝑦̂ = {1 (anomaly/defect) if 𝑠(𝑥) > 𝜏0 (normal) otherwise  

 

 
 

5.1. Data Pipeline Orchestration 

Data pipelines for real-time quality control applications must be carefully orchestrated to allow for seamless dataflow 

through the various processing and analysis stages. To accommodate different development, resource, and fulfilment 

requirements, different approaches may be adopted. Rather than deploying every component as an independent service 

possibly replicated across multiple nodes, it is often feasible to organize the pipeline as a directed acyclic graph (DAG) 

to allow for in-process calls between modules thus avoiding the overhead of networked communications. Nevertheless, 

pipelines must remain modular enough to allow independent scaling and upgrading; a design pattern employing 

modular stages that manage their own scaling and build-time dependencies allows for flexible and potentially efficient 

pipelines. 

 

A sample pipeline implementing a Gaussian mixture thresholding approach for novelty detection in an image dataset is 

also illustrated.MSIGraph is used to provide a testbed for early-stage development of pipelines, which can subsequently 

be translated into production-grade execution engines such as Apache Airflow, Python-based co-processors in Azure 

Data Factory, or Talend. MSIGraph supports modular orchestration along DAGs, allowing both live synchronisation 

with camera streams and real-time FPS monitoring. 
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Fig 3: Optimizing Real-Time Quality Control via Modular DAG Orchestration: A Hybrid Framework for Low-

Latency In-Process Execution and Scalable Production Deployment 

 

5.2. Model Training, Evaluation, and Deployment 

Nesting multiple models in a hierarchical pipeline allows deploying the whole structure in one go, which helps reduce 

deployment and monitoring efforts. Regarding model deployment, issues such as security and privacy become relevant 

when the model encompasses the whole pipeline of an input-annotated system. The monitoring should start with the 

data collector and sink nodes. In most production systems, monitoring the model includes quality checks in batches at a 

defined frequency using a test set. Models should not stagnate, and a lifecycle plan covering training, evaluation, and 

deployment needs to be defined. 

 

To manage model drift effectively, retraining on an annotated dataset should occur at intervals shorter than drift 

detection, so deployment can ensure the same data source that is aligned with deployment strategy. An alert for model 

drift or quality degradation should initiate retraining, and evaluation of such pull requests on service quality is vital. 

The business-logic modules monitoring the business, such as profit and loss, will eventually report insufficient-quality 

results. Monitoring should trigger a retraining request as a noise alarm. Monitoring is essentially informing the 

stakeholder of potential problems and degradation that require resolution. 

 

VI. DATA GOVERNANCE, SECURITY, AND COMPLIANCE 

 

Data quality can deteriorate over time due to software bugs, hardware malfunctions, or changes in environmental 

conditions, thereby creating the risk of structural breaks and affecting the reliability of models deployed in production. 

Hence, similar to space mission planning, production AI solutions require a full-stack effort that includes not only the 

models themselves but also the infrastructure for their continuous training, validation, deployment, monitoring, and 

lifecycle management, as well as data pipelines that are orchestrated end to end. These additional aspects are especially 

important in safety-critical applications. Fig. 7 illustrates a possibly multi-cloud infrastructure that supports these 

operations and can therefore be exploited to address the entire production AI lifecycle. 

 

As such, the entire data pipeline is also critical for the reliability of the application. To guarantee data quality, data 

provenance and lineage need to be tracked, auditability needs to be guaranteed, and the necessary roles, policies, and 

access controls must be defined. Due to the potentially sensitive nature of the application, deploying the appropriate 

security measures is also required: data masking, data encryption, and policy-based data governance enable complying 

with legislation, thus helping to minimize the risk of incurring fines. 
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Equation 5) End-to-end latency and “tolerance” in ingestion (pipeline math) 

Step 1: Define timestamps 

• Event occurs at time 𝑡𝑒𝑣𝑒𝑛𝑡 . 
• AI decision becomes available at time 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 . 

Step 2: Define end-to-end latency 𝐿 = 𝑡𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 − 𝑡𝑒𝑣𝑒𝑛𝑡  
Step 3: Decompose pipeline latency (sum of components)  

For a modular DAG pipeline : 𝐿 = 𝐿𝑎𝑐𝑞 + 𝐿𝑖𝑛𝑔𝑒𝑠𝑡 + 𝐿𝑝𝑟𝑒𝑝 + 𝐿𝑖𝑛𝑓𝑒𝑟 + 𝐿𝑝𝑜𝑠𝑡 + 𝐿𝑑𝑒𝑙𝑖𝑣𝑒𝑟  

If cloud adds network: 𝐿𝑐𝑙𝑜𝑢𝑑 = 𝐿𝑎𝑐𝑞 + 𝐿𝑛𝑒𝑡 + 𝐿𝑖𝑛𝑔𝑒𝑠𝑡 +⋯ 

Step 4: Tolerance constraint  

Let tolerance be 𝑇𝑡𝑜𝑙  (maximum useful lag).  

A decision is “timely” if: 𝐿 ≤ 𝑇𝑡𝑜𝑙 
Step 5: Timeliness as a measurable KPI  

Over 𝑁 events: 

Timeliness = 1𝑁∑𝟏𝑁
𝑖=1 [𝐿𝑖 ≤ 𝑇𝑡𝑜𝑙] 
 

 
 

6.1. Data Provenance and Lineage 

Provenance and lineage describe the origin and history of data, enabling auditing, compliance verification, and impact 

assessment of data quality problems. Provenance encompasses metadata about the origin of data and any modifications 

made to its structure, while lineage focuses on the sources and resultant products of data. 
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The ability to track data provenance is essential for users to trust data. Provenance requirements vary across different 

domains and groups. For instance, regulatory compliance mandates precise documentation of provenance. In AI 

applications, provenance information is vital for identifying compliance violations, security breaches, and data quality 

issues that may lead to compromised intelligence, such as model bias. Organizations are increasingly mandated to 

maintain data provenance for auditing purposes. 

 

A well-defined data lineage not only aids in auditability but also supports data quality management by identifying the 

source of defects for corrective actions. By specifying when, how, and from where data is produced, lineage 

information enables organizations to pinpoint the responsible parties and determine whether a defect originated during 

acquisition or during data transformation. Furthermore, these details inform data quality assessments and provide 

insights into data reliability. 

 

6.2. Privacy and Access Control 

Data privacy and security are paramount in manufacturing, not least for ensuring regulatory compliance (Johnson et al., 

2019; Peisert et al., 2019). Privacy protection techniques increase development and operational costs by breaking 

linkages between users and their data; they thereby hamper data sharing for model training (Yang et al., 2021). Data 

masking substitutes or alters sensitive data in well-defined ways that allow for analytics but do not expose sensitive 

information (Shen et al., 2019). In less highly protected environments, data encryption transforms data into lossy 

formats indistinguishable to unauthorized users. Searchable encryption—involving modification of indexed datasets—
enables data sharing without full decryption (Song et al., 2010). Policy-aware data-sharing solutions automate the 

management of owner-lender trust relations (Wang et al., 2019). 

 

Privacy protection, authentication, and access-control techniques must be commensurate with data sensitivity, threat 

landscape, and usage intention (Ani et al., 2021). More generally, security controls must address all assets and threats 

holistically, spanning data, models, and underlying services (Muster et al., 2021). New data-policy concepts shift 

security focus from data protection to governance, relying in part on sensitive-data usage profiles and policy enforcers 

that prohibit usage contrary to users’ preferences, regardless of data location or origin. Identity access management 

ensures secure, on-demand access to manufacturing resources, with security groups tailored to specific roles. 

 

VII. CONCLUSION 

 

Key insights confirm that quality-control defect detection in complex products lends itself readily to AI leveraging 

supervised or unsupervised learning; pipeline construction requires Data Engineering skill; and governance is needed to 

address AI model life-cycle maintenance, privacy, security, and compliance. First, the challenge of providing model 

predictions in near real time can be handled with a low-latency Data Engineering framework that ushers and pre-

processes test data into the models in a streaming fashion. Importantly, the framework can be based on either graphical 

programming environments for lowcoding of minimal pipelines in the cloud and at the edge or open-source data-

integration code patterns with full programmability in dedicated mode. Such end-to-end construction of the AI 

capability nanoservice can also tackle issues of high-volume execution and fault tolerance, scaling automatically across 

replicated, load-balanced components. 

 

Second, although the skill domain of Data Engineering has thus far remained fairly distinct from AI model training and 

application, exemplar A data pipeline brings these elements together; such frameworks make Data Engineering 

accessible both to nonexperts and to experts who like to stay in touch with the technology's rapid evolution. Third, 

future-proven Data Engineering learning paths seamlessly integrate the required multi-purpose knowledge domains. 

Finally, although Content Engineering cannot be demonstrated yet, it is key to managing the model life cycle, privacy, 

security, and compliance of AI in production systems. Specifically, Data Engineering Frameworks—as applied here to 

near-real-time quality-control defect detection and grouped into readiness areas—are consequential support for 

practitioners, enabling credible experimentation that addresses this critical domain of Industry 4.0. 
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Fig 4: Industry 4.0 AI Capabilities 

 

7.1. Final Thoughts and Future Directions 

The rapid advancement of Artificial Intelligence has opened up a new era in the field of Quality Control Automation 

and supported by Data Engineering Pipelines for Manufacturing Quality Control. The need to ensure that AI-Based 

Data Engineering Pipeline can truly provide the right Business Value, mainly associated with quality and reliability 

defect detection in industrial applications, has become a fundamental need.In the present work, the necessity of 

choosing the right AI algorithm to be incorporated in a Data Engineering Pipeline for Quality Control Automation has 

been performed, giving an overview of the steps needed to cover to successfully implement the system, from Definition 

of the Business and Quality Requirements, from a Data Quality Analysis, to Algorithm Choice and Imperative, while 

no effort has been put on the Implementation since, due to the specifics of the real production environment where the 

system is being deployed, the implementation is being carried out on the ground. 

 

Three important open points have emerged that still For AI to truly be integrated in Data Engineering Pipelines for 

Manufacturing Quality Control and Quality Control Automation, further research is needed in the next months: 1. 

Define how to provide evaluation metrics for all Quality Control QA Function, where not all use case related to Product 

Quality Detection fall into the traditionalTraining - Test - Validation paradigm in the AI community. Models can be 

used as shadow models or as novel detection models. In these cases, AI community proposes to use additional test-sets 

with plenty of false tests, others propose to define test setsNavon Model, where only new classes are tested. None of 

these proposals cover cases of importance of the main product with not negligible ratio of new classes. 2. Create 

definition of Quality Control Automation scope in QMS terms.Basically QA Function associate responsibilities where 

Quality Control Automation Systems are Safety System-Automatic Inspection acceptance - and so on. 3. Define the 

role of Data Quality within the Data Engineering Pipeline in Manufacturing Quality Control The rapid advancement of 

Artificial Intelligence has opened up a new era in the field of Quality Control Automation. The need for AI applications 

to provide Non-Functional Processes related to Data. 
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