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ABSTRACT: An Intrusion Detection System (IDS) can monitor and sift through data traffic to identify and protect the
network from unauthorized or dangerous activities. In this paper, we propose a hybrid approach to Intrusion Detection
Systems that utilizes both supervised and unsupervised machine learning models. Supervised learning models use
labelled data to train the models to classify traffic, while unsupervised learning models identify anomalies and perform
outlier detection without any labelled data. Examples of supervised learning models include Decision Tree, Random
Forest, Support Vector Machine, and K-Nearest Neighbours. Examples of unsupervised learning models include K-
Means Clustering, Autoencoders, and DBSCAN. Our work use the cleansed and pre-processed NSL-KDD and UNSW-
NB15 to develop and evaluate machine learning models to achieve the greatest data accuracy. Our approach hybrid
Intrusion Detection System improves the detection of both known and unknown intrusions, decreases the false positive
and false negative rates and increases the level of protection offered by IoT and corporate networks. Yes, intrusive
detection and preventative systems can learn and continue to evolve over time as new data enters the system, deepening
the data accuracy as time goes by. This enhanced system calibres will guarantee a proactive data protection and threat
counteraction system to net and wireless net environments.

KEYWORDS: Intrusion Detection System, Machine Learning, Supervised Learning, Unsupervised Learning,
Anomaly Detection, Cybersecurity.

L. INTRODUCTION

The first target of cyber-attacks is generally weaknesses in a user's behaviour, systems, or networks. When it comes to
exploitation, TCP (Transmission Control Protocol), UDP (User Datagram Protocol), and ICMP (Internet Control
Message Protocol) offer great insight into the behaviour of traffic in a network at the level of protocols, which is used
to develop features that further improve the efficiency of machine learning models used in intrusion detection systems.
These models, after being trained on what is 'normal’ behaviour during communications, are able to detect 'abnormal’ or
'strange' behaviour that can be seen during transmissions, which can be indicative of a cyber-attack. Models are trained
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using the KDD Cup 99, NSL-KDD datasets, among many others. An Intrusion Detection System (IDS) is able to 'see'
traffic that it is processing, therefore, allowing the traffic to flow, and providing 'real time' analysis of the flow,
capturing and processing events to create alerts or logs to record the monitored behaviour. By monitoring network
traffic, IDSs support the objective of protecting sensitive data in a computer and network system by establishing the
range of data that is supposed to be maintained or utilized, therefore enabling the system to be performed and utilized.

II. LITERATURE REVIEW

The goal of this literature review is to gain insight into Machine Learning based Intrusion detection system using
supervised and unsupervised learning. M. Tavallaee, E. Bagheri, W. Lu, and A. A. Ghorbani, in their paper entitled “A
Detailed Analysis of the KDD CUP 99 Data Set,” review the over-utilized KDD Cup 99 dataset and explain the
problems of data redundancy and biased assessments of the intrusion detection field. They suggested the dataset NSL-
KDD as a better alternative, which provides a more reliable and less imbalanced benchmark for the evaluation of
machine-learning-based intrusion detection systems. Niyaz et al. demonstrated that deep feature learning yields better
classification results than traditional methods, thereby illustrating the efficacy of deep learning to intrusion detection
systems. They reviewed the NSL-KDD dataset and proposed a deep learning-based intrusion detection system using
sparse autoencoders. However, their evaluation was obsolescent as it focused solely on old datasets and failed to
consider practical real-world issues such as the costs of the computations and the speed of the system. N. Moustafa and
J. Slay proposed the UNSW-NBI15 dataset, which, with the incorporation of real network traffic and constructed
contemporary attacks, gives a multifaceted benchmark for machine learning-based intrusion detection systems, which
has received significant appreciation.

III. PROPOSED SYSTEM
This paper presents an intrusion detection system that incorporates both supervised and unsupervised machine learning
approaches for the detection of nefarious actions in network traffic. It improves the system's accuracy and adaptability

to changing protective security challenges, thus, offering an even better protection to computer networks. Now, we are
now proposing the architecture to detect these attacks using ml models.
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Data Processing:

The system here performs network data collection, which is a massive undertaking. The data includes network traffic,
system logs, and user activity. It is the first of the intrusion detection system that needs to capture the entire network to
facilitate a detailed examination.
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Preprocessing:

The initial data is typically raw, erroneous, and contains superfluous data. Preprocessing is the stage where data is
cleaned, which includes the removal of noise and unnecessary information, the normalization to ensure values are on a
common scale, and data is converted to a numerical format. This stage is aimed at preparing the data to be fed to
machine learning algorithms.

Feature Extraction:

This phase involves picking key elements from the raw data. Each type shows something different about the like how
traffic shifts between small and big packets. Every feature ties back to protocol type, and connection duration. Feature
Starting from messy datasets, extraction simplifies what gets gathered. This step often clears the way for clearer
patterns later on detection accuracy.

Supervised Learning Module:

The supervised learning module uses labelled data to classify network traffic. It learns from examples that are So far,
each entry shows whether it's been flagged as usual or suspicious. From that point on from time to time, the system
updates what it knows. Instead of guessing, it looks at past events. When fresh data arrives, the model decides if there
will be more. Sometimes it acts right, other times not.

Unsupervised Learning Module:

The unsupervised learning module works with unlabelled data. It groups similar data and detects Spotting oddities in
how networks act. This part deals with what stands out in their behaviour. useful for spotting fresh or overlooked
threats, including those not previously noted like nothing we’ve noticed before.

Detection Engine:
The detection engine gets output from each of the two processes supervised and unsupervised modules. It analyses
these Outcomes shape how choices are made, leading to action on initiatives a sign shows whether a breach happened

or not.

IV. METHODOLOGY
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This methodology, we enhance the performance of the intrusion detection process by distinguishing between data
preprocessing, training, and testing phases and by integrating supervised and unsupervised learning in one framework.
After encoding and normalizing the data set, we divide it into training samples and testing samples. We use training
samples for building supervised models for learning known attack patterns and for building unsupervised models for
learning normal network behaviour and for detecting anomalies. We optimize both models so that better feature
representations are learned. We use test samples for testing and pass them through both models; then we process the
output using a unified detection engine. Using this framework, we can accurately classify known attacks and detect
unknown or new attacks as well. This proposed methodology enhances intrusion detection accuracy and robustness
compared with traditional approaches that use only one type of learning.

V. IMPLEMENTATION

The current working document addresses the design of an intelligent IDS system that will use both supervised and
unsupervised learning and how that will aid system robustness and reliability in detecting and delineating both known
and unknown attack patterns.

TECHNIQUES TO DETECT ATTACKS IN THE FUTURE:

While building an IDS that incorporates the working principle of supervised and unsupervised learning and algorithms,
we are facing some attacks that obstruct the system from acquiring the ability to distinguish in various ways. of cyber-
attacks that are commonly found in networks and systems.

e Denial of Service (DoS) Attacks:

e Some service is attempted to be stopped from functioning by overuse of service, thus blocking a great deal of the
space.

e Probing attacks (scanning or monitoring): these attacks are where an opening is exposed through a network.

e Malware-based attacks: these are attacks where the software that is the cause is the damaging one, and

e Zero Day attack characterized attacks: these are the attacks that are characterized by surprise, and there are no
traces to be analyzation method for tackling these problems ahead of time is the adoption of certainIntrusion Prevention
Systems analyze huge data streams from networks, system logs, and individuals. They do not rely on manually
constructed detection systems. Rule-based system(s) have the ability to define and/or detect the patterns of incidents/
cases along with what is deemed to be the ‘normal’ to mask malicious behavior. This is akin to a Synaptic Neural
Network. Once trained, the system is placed into operation and it becomes a continuous stream analytical engine. This
system can analyze and categorize data streams to determine if the data is ‘safe’ or ‘suspicious’ and/or to detect the
anomalies. The system can detect a sudden spike/problem concerning the volume of alerts. A condition relating to the
volume of alerts is considered an anomalous state. Achieving all of the aforementioned is a product of applying state of
the art techniques related to deep learning.

- Convolutional Neural Networks (CNNs) are the premier state of the art systems for detecting patterns in
organized and easily identifiable structures - specifically, “flows” of data packets.

- Autoencoders are designed to learn acceptable (or ‘standard’) patterns in data. If the data fails to replicate the
acceptable (standard) pattern, a state of ‘reconstruction error’ is condition - which presents an indication of potential
traffic congestion.

EVALUATION METRICS

Different evaluation metrics were used to assess the proposed Random Forest, Decision Tree, K-means clustering, and
DBSCAN models, enabling a thorough comprehension of the models, their dependability, and how they function in
classification.

Confusion Matrix: A Confusion Matrix is a classification model evaluation tool that offers a complete overview of
how a model makes predictions. Comparisons are made between the \text it{true} class labels and predicted class
labels. The Confusion Matrix provides a model’s correct predictions and the errors it makes (also called
misclassifications).
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Accuracy:

The evaluation of accuracy is simply the ratio of correct predictions to the total number of observations (predictions).

TP +TN
Accuracy =

TP +TN +FP +FN

Classification Report:
The effectiveness of a deep learning model in classification tasks is often assessed using a classification report. It is
common for a classification report to consist of the following metrics in every class/label of the dataset.

Precision:
The percentage of true positive predictions, thereby measuring classification accuracy, is referred to as precision. This
metric is highly applicable for use in scenarios where the occurrence of false positives is detrimental, such as in high-

confidence prediction scenarios.

TP
Precision =
TP +FP

Recall:
Recall is a measure of the proportion of true positive observations that a classification model is able to identify and is

one of the most important metrics in classification.
TP
Recall =
TP +FN

F1-Score:
Combining Precision and Recall into a single number for a classification model’s performance evaluation has led to the

widespread adoption of the F1 score.

2XPrecision XRecall
Fl=

Precision +Recall

VI. CONCLUSION

This project demonstrates how combining supervised and unsupervised learning can improve intrusion detection
systems (IDS). Random Forest and Support Vector Machines (SVM) are examples of supervised learning models that
are particularly good at recognizing certain types of attacks because they are trained with labelled data. Unsupervised
learning models, such as K-Means and DBSCAN, identify different types of attacks and/or anomalous activities in a
network absent of labelled data. Results indicate that the models are performing exceedingly well in recognizing and
classifying different types of cyber-attacks. The integration of both models into a single system has increased the
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efficiency and flexibility of the IDS while decreasing the incidence of false alarms. The combination of both models as
the underpinning of the IDS system affords computer networks protection while providing an intelligent and reliable
solution for intrusion detection.

VII. FUTURE SCOPE

To keep up with evolving threats, intrusion detection systems need to be more sophisticated and adaptable. Below are
some future opportunities in the field of ML-based IDS:

1. Temporal & Spatial Learning: Slow-moving or concealed intrusions can be detected sooner by learning specific
behaviours, and accomplished through models like LSTM, GRU, and Transformers.

2. Graph Neural Networks (GNNs): Model the network as a graph with devices as nodes and connection as edges.
Find and address anomalous behaviours of the devices or edges.

3. Federated Learning: In terms of privacy and security, it allows several parties to collaboratively train a model
while not sharing the data.

4. Transfer Learning: ‘Data scarcity’ implies learning new things in a given situation. Using the knowledge of one
network for the other one is the right approach in these cases.

5. Hybrid Detection Models: Signature-based techniques to detect known attacks are used to enhance systems,
therefore, fewer false positives are noted, thus improving the accuracy.
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