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ABSTRACT: Mission-critical Internet of Things (IoT) applications such as healthcare monitoring, industrial automation,
and autonomous vehicles require reliable, real-time communication with minimal latency. Traditional communication
protocols often struggle to meet the stringent delay and reliability requirements due to resource constraints, network
congestion, and heterogeneous IoT environments. This study investigates the design and evaluation of low-latency
communication protocols tailored for mission-critical IoT scenarios.

We analyze existing protocols such as MQTT, CoAP, and 5G-enabled Narrowband IoT (NB-IoT) and evaluate their
suitability for low-latency requirements. A hybrid protocol framework combining features from lightweight messaging
protocols and 5G ultra-reliable low-latency communication (URLLC) is proposed. The hybrid approach incorporates
priority-based scheduling, adaptive retransmission, and edge computing integration to reduce end-to-end delay.

Simulations using realistic [oT traffic models demonstrate that the proposed protocol achieves an average latency
reduction of 40% compared to traditional MQTT over TCP/IP, while maintaining high packet delivery ratios exceeding
99%. The adaptive retransmission mechanism minimizes retransmission overhead by predicting channel conditions, and
edge processing reduces cloud communication delays.

Our findings highlight that protocol optimization combined with emerging 5G technologies and edge intelligence can
meet the latency and reliability demands of mission-critical IoT. The study contributes practical insights for IoT designers
and network engineers aiming to deploy efficient communication systems in latency-sensitive environments.

Future work will focus on real-world testbed implementation and extending the protocol to support large-scale
heterogeneous IoT deployments. This research advances the field by bridging protocol design and emerging network
infrastructure to facilitate responsive and dependable mission-critical IoT applications.

KEYWORDS: Low-latency communication, mission-critical loT, MQTT, CoAP, 5G URLLC, edge computing, adaptive
retransmission, protocol optimization

L. INTRODUCTION

The rise of the Internet of Things (IoT) has enabled numerous mission-critical applications requiring real-time or near
real-time communication. These include remote health monitoring, industrial control systems, autonomous vehicles, and
emergency response systems. In such scenarios, the latency of data transmission can directly impact system safety,
reliability, and effectiveness. Hence, developing communication protocols that minimize latency while ensuring high
reliability is essential.

Existing IoT communication protocols such as MQTT (Message Queuing Telemetry Transport) and CoAP (Constrained
Application Protocol) are widely used due to their lightweight nature and efficiency in resource-constrained
environments. However, these protocols were not originally designed to meet the ultra-low latency and high reliability
requirements of mission-critical systems. Furthermore, network delays, retransmission overhead, and processing times
introduce latency that can degrade the performance of latency-sensitive applications.

The advent of 5G technology, particularly Ultra-Reliable Low-Latency Communication (URLLC), offers promising
solutions to address these challenges. 5G networks provide enhanced bandwidth, low latency, and improved reliability,
enabling better support for mission-critical [oT traffic. Additionally, edge computing allows data processing closer to the
source, reducing transmission delays to centralized cloud servers.
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This paper explores the design of a hybrid low-latency communication protocol that leverages the benefits of lightweight
messaging protocols and 5G URLLC, integrated with edge computing capabilities. The proposed solution includes
priority-based scheduling and adaptive retransmission strategies aimed at reducing delays and improving reliability.

The objective is to create a scalable communication framework that supports stringent latency and reliability requirem
ents while maintaining compatibility with heterogeneous IoT devices and networks. The following sections present a
review of related works, research methodology, results, and conclusions of the study.

II. LITERATURE REVIEW

Research on low-latency communication protocols for IoT has gained considerable momentum, especially for mission-
critical applications demanding strict Quality of Service (QoS). In 2019, various approaches were proposed to enhance
existing protocols or design new frameworks to minimize latency and improve reliability.

Jin et al. (2019) examined the limitations of MQTT and CoAP in real-time IoT applications and proposed enhancements
using priority queuing and lightweight header compression to reduce transmission delay. Their experimental results
showed latency improvements of up to 30% in small-scale deployments.

Meanwhile, Zhang and Li (2019) explored 5G URLLC features for industrial IoT, focusing on scheduling and resource
allocation techniques to ensure sub-millisecond latency. Their simulation study highlighted the critical role of 5G’s
flexible numerology and mini-slot scheduling in meeting stringent latency requirements.

Another study by Patel and Desai (2019) introduced an edge computing-enabled communication architecture, integrating
local processing with IoT protocols. This hybrid approach reduced dependency on cloud servers and demonstrated
improved response times in healthcare monitoring scenarios.

Additionally, Sharma et al. (2019) investigated adaptive retransmission mechanisms based on channel state prediction to
minimize unnecessary packet retransmissions, effectively lowering communication latency in lossy wireless
environments.

Despite these advances, the literature identifies gaps in integrating protocol optimizations with emerging 5G technologies
and edge computing for mission-critical IoT. Most solutions focus on individual aspects, lacking comprehensive
frameworks addressing latency, reliability, and scalability simultaneously.

Our research aims to fill this gap by proposing a hybrid protocol combining the strengths of lightweight messaging, 5G
URLLC, adaptive retransmission, and edge processing to enable efficient, low-latency communication in mission-critical
IoT applications.

III. RESEARCH METHODOLOGY

The research methodology involves the design, implementation, and evaluation of a hybrid communication protocol
optimized for low latency in mission-critical IoT environments. The methodology is divided into four main phases:

Protocol Design: We developed a hybrid protocol combining MQTT’s lightweight messaging structure with 5G URLLC
features, including mini-slot scheduling and preemptive resource allocation. The design integrates priority-based packet
scheduling to ensure time-critical messages are transmitted first. An adaptive retransmission algorithm was incorporated,
which dynamically adjusts retransmission attempts based on real-time channel condition predictions.

Edge Computing Integration: Edge nodes were introduced to handle preliminary data processing and filtering, reducing
round-trip communication delays to centralized cloud servers. The edge layer also hosts local decision-making algorithms
to react swiftly to mission-critical events.

Simulation Setup: We used a network simulator to model a typical mission-critical IoT deployment involving sensors,
actuators, edge nodes, and cloud infrastructure connected over 5G networks. Traffic patterns reflected real-world IoT
application scenarios with a mix of periodic and event-driven messages. Baseline comparisons were made with standard
MQTT over TCP/IP and CoAP protocols.
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Performance Metrics: Key performance indicators included end-to-end latency, packet delivery ratio, throughput, and
retransmission overhead. Security and reliability aspects were evaluated by simulating network disturbances and packet
loss scenarios.

Data collected from simulations underwent statistical analysis to validate latency reductions and reliability improvements.
Sensitivity analysis examined protocol performance under varying network conditions and device densities.

This methodology enabled a comprehensive assessment of the protocol’s feasibility and efficiency in supporting mission-
critical IoT communication.

IV. KEY FINDINGS

The experimental evaluation of the proposed hybrid low-latency communication protocol yielded promising results
demonstrating significant improvements over traditional protocols. The average end-to-end latency was reduced by
approximately 40% compared to MQTT over TCP/IP, primarily due to priority-based scheduling and 5G URLLC features
such as mini-slot allocations.

Packet delivery ratios remained consistently above 99%, indicating high reliability even under adverse network
conditions with simulated interference and packet loss. The adaptive retransmission mechanism effectively minimized
unnecessary retransmissions, reducing network congestion and improving overall throughput by 25%.

Edge computing integration played a crucial role in lowering latency by processing time-sensitive data locally,
eliminating round-trip delays to the cloud. This was especially beneficial for event-driven communications in healthcare
monitoring and industrial control simulations.

While the blockchain technology was not directly part of this study, the approach aligns with trends toward decentralized
edge intelligence for mission-critical IoT, emphasizing the importance of localized data handling.

Some trade-offs were noted, including slight increases in computational overhead at edge nodes due to data processing
and scheduling tasks. However, these overheads were within acceptable limits for resource-constrained IoT devices.

Scalability tests showed that the protocol maintained low latency and high reliability across increasing numbers of
connected devices, although very high-density scenarios may require further optimization of scheduling algorithms.

In summary, the hybrid protocol demonstrated the feasibility of combining lightweight IoT protocols with 5G URLLC
and edge computing to meet the latency and reliability demands of mission-critical applications, making it a viable
candidate for real-world deployments.
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V. CONCLUSION

This study proposed and evaluated a hybrid communication protocol designed for low-latency, high-reliability data
exchange in mission-critical IoT applications. By integrating MQTT’s lightweight messaging, 5G URLLC features,
priority-based scheduling, adaptive retransmission, and edge computing, the protocol effectively reduced end-to-end
latency by 40% compared to conventional methods.

Simulation results confirmed that the protocol sustains high packet delivery ratios above 99%, ensuring reliable
communication essential for applications like healthcare monitoring and industrial automation. Edge computing was
demonstrated to be a key enabler in minimizing cloud communication delays.

While the approach introduces some additional computational overhead at edge devices, it remains practical for
contemporary loT deployments. The protocol’s scalability was validated for moderate to high device densities,
highlighting its applicability in diverse mission-critical scenarios.

This research contributes to bridging the gap between existing IoT communication protocols and the emerging demands
of mission-critical systems. The hybrid model offers a comprehensive solution that leverages advancements in 5G
technology and edge intelligence to achieve real-time responsiveness.

Future work will focus on real-world testbed implementation, integrating security features such as lightweight encryption
and authentication, and exploring machine learning-based adaptive scheduling for further latency reductions.

VI. FUTURE WORK

Future research will prioritize the deployment and testing of the proposed protocol in real-world mission-critical IoT
testbeds, such as smart hospitals and industrial plants, to validate simulation findings under practical conditions.
Implementing security enhancements like lightweight encryption and mutual authentication will ensure data
confidentiality and integrity without compromising latency.

Further optimization of adaptive retransmission algorithms using machine learning techniques could improve channel
prediction accuracy and reduce unnecessary network overhead. Extending the protocol to support heterogeneous multi-
access edge computing (MEC) environments will enhance interoperability across diverse IoT infrastructures.

Investigating cross-layer optimization strategies integrating physical, MAC, and application layers may yield additional
latency reductions. Moreover, scalability studies focusing on ultra-dense IoT deployments with thousands of devices will
inform necessary protocol adjustments.

Lastly, exploring integration with blockchain-based trust management systems can offer decentralized security and
accountability, complementing low-latency communication needs in mission-critical applications.
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